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1 Introduction

The need to inspect and monitor the results and internal op-
eration of complex solvers is well recognized, and static ana-
lyzers based on abstract interpretation [3] are no exception.
When an analyzer fails to prove a desired property, under-
standing why may require inspecting abstract states at par-
ticular program points, monitoring the fixpoint computation,
or debugging the implementation of the abstract domain op-
erations. This is particularly challenging for demand-driven
analyzers, where the computation depends on the paths and
invocation contexts encountered during analysis.

The PLAI/TD analyzer in CiaoPP [7, 16] classically in-
cludes several tracing and visualization facilities, but these
were only partially interactive previously to the work we
present here. GobPie [8] and the Frama-C/EVA [12] abstract
debugger provide source-level navigation but limited to the
analysis results and inspection of abstract states, with the
former operating after the analysis terminates and the lat-
ter incrementally during analysis. Mopsa’s abstract debug-
ger [14], in contrast, provides tracing and abstract debugging
facilities but primarily for inspecting the analyzer itself.

We present and demonstrate recent extensions to the trac-
ing facilities in the PLAI/TD analyzer in CiaoPP which to-
gether constitute a unified, configurable debugging frame-
work for top-down static analyzers, combining source-level
navigation with online observation of several different as-
pects of the analysis. Our contributions are: (§2) a procedure-
box model of the top-down solver, exposing observables at
multiple solver layers; (§3) an interactive debugger built on
this model, integrated with local and web IDEs (including
GNU Emacs, VS Code, and the online Playground); (§4) three
complementary debugging scenarios: diagnosing faulty ab-
stract domains, monitoring fixpoint computation, and ab-
stract debugging. The discussion in this demonstration/short
paper is necessarily brief; the reader is referred to [2] and the
CiaoPP manuals [1] for details and links to the debugging
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framework, the intermediate representation, examples of
analysis of imperative code, etc.

2 Procedure boxes for the top-down solver

Top-down analyzers are context-sensitive, demand-driven
analyzers that build an analysis graph starting from a set of
program entry points and analyze procedures and statements
as they are encountered. Many top-down analyzers such
as Goblint [21] and CiaoPP [6] are based on the top-down
solver, or top-down algorithm, PLAI/TD.! First introduced
in [15, 16] for the analysis of logic programs, it has also
proved useful for other paradigms such as object-oriented
programming [13], multi-threaded programs [21], and smart
contracts [18].

Intermediate representation. To abstract from the pro-
gramming model, we assume programs are translated to a
block-based intermediate representation [4, 13], where the
body of each block is a sequence of statements: basic com-
mands and procedure calls. All statements are seen as proce-
dure calls, with basic commands treated as calls to “built-in”
procedures. Blocks are represented by rules (clauses), where
the statements / procedure calls are the literals of these rules
and loops are encoded as recursive calls among such rules.
Conditionals, cases, etc. are encoded by several conditional
rules. For each statement (i.e., program point) and each ab-
straction of its calling context — each call abstraction — the
analysis computes an abstraction of its resulting context, the
success abstraction.

Procedure boxes. We model PLAI/TD using nested proce-
dure boxes, one per layer of the algorithm, each exposing a
set of observable ports. Figure 1 depicts the model, which we
illustrate next by walking through the analysis of a literal
(i.e., a procedure call or basic command). A Call event fires
at the Literal box carrying the call abstraction, and control
passes to the Procedure box, where the fixpoint computa-
tion takes place. FixpStart, Fixplter, and FixpEnd mark the
beginning, each iteration, and end of the fixpoint computa-
tion.WidenCall and WidenSucc may fire to widen the call

The original name of the algorithm is PLAI but we use PLAI/TD to recall
that it is the “top-down analysis algorithm.”
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Figure 1. Procedure-box model for PLAI/TD.

and success abstractions.? Once stabilized, Succ fires carrying
the corresponding success abstraction. Inside the Clauses
box, all clauses are analyzed unconditionally. For each clause,
VisitClause fires and control passes to the Clause box, where
Proj and Entry project the call abstraction onto the goal and
clause variables respectively. The Literals box then pro-
cesses each literal in the clause body left to right: built-ins
via the abstract transfer function, and procedure calls by
recursively re-entering the Literal box. Once all literals are
processed, Exit fires and Prime projects the exit abstraction
back into the calling context. After all clauses have been
analyzed, Comb combines all prime abstractions into the
procedure’s success abstraction.

3 Debugger for the top-down solver

We use the ports of the procedure-box model of figure 1 to
define a concrete vocabulary of observable events. Each time
a port event fires, a message is emitted carrying information
specific to that event, of the form:

[*+°] (inv-id) (node-id) (port) “:’ (lit) “:’ {abs) (info) [‘?’]

The fields common to all messages are as follows: (port),
identifying the event; (inv-id), a unique invocation identi-
fier; (node-id), the current node in the analysis graph; (lit),
the literal under analysis; (abs), its current abstraction; and
the optional + and ?, marking break-points and interactive
prompt, respectively. The (info) field carries port-specific
observables such as variable bindings and auxiliary infor-
mation for abstraction ports; the fixpoint iteration count for
fixpoint ports; the widening operands for widening ports;
and the clause identifier for clause ports.

As the analysis progresses, the debugger presents emit-
ted messages as source-level debugging events, controllable

2We do not mention narrowing steps for brevity, treated similarly.
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at three levels of granularity. At the event level, users can
set breakpoints at program locations of interest and control
execution one event at a time (continue/ creep), skip over a
procedure call’s internal events (step-over/skip), or jump di-
rectly to the next breakpoint (leap). At the trace level, users
can hide selected ports, filtering the trace to events of interest
— e.g., those of the abstract domain, the fixpoint computation,
or abstract debugging. At the interaction level, users can un-
leash selected ports, turning their events non-interactive, so
the debugger can also act as a tracer on the ports of interest,
while the remaining, leashed ports stay interactive.

The debugger is implemented as a thin instrumentation
layer over PLAI/TD in the Ciao system, intercepting events
via hooks at each port without modifying the solver or the
abstract domains. New events can be added by extending
this layer alone. Together with the messages themselves,
source location information is emitted for source highlight-
ing within the host IDE. Users can configure and control the
debugger on the fly through a simple read-eval loop.

4 Case studies

Abstract domain implementation. Consider a simple,
non-relational types domain: L < int,atm < gnd < T,
where int abstracts integers, atm abstracts atoms, and gnd
abstracts any ground term (i.e., data structure with no point-
ers).> Consider lookup_name/2, which looks up a name in a
database, returning its integer identifier or no if not found:

lookup_name (Name, Id) :- db(Id, Name, ...).
lookup_name (Name, no).

We want to verify that lookup_name/2, when called with
Name bound to an atom, always bounds Id to a ground term
(either an integer or an atom), as expressed by the assertion:*

:- pred lookup_name/2 : atm * term => atm * gnd.

We see that, when analyzing the procedure with our simple
types domain, the assertion cannot be verified: the analysis
abstracts Id to T instead of gnd. To diagnose the issue, we
set a break-point on lookup_name/2, hide all ports except
for Call, Prime, and Comb, and only leash Comb, since we
suspect the issue lies in the combination of the clause results
rather than in the analysis of individual literals. Figure 2
shows the interactive debugging session. After analyzing
both clauses, the Prime messages show the prime abstraction
of each clause, together with the variable bindings that map
clause variables back to the caller’s variables. The abstraction
of Id1 is int for the first clause, since db/n bounds Id1 to an
integer; and atm for the second clause, since Id1 is bound
to the atom no. The Comb message then shows that their
combination, via the least upper bound (lub), yields T for
Id1 instead of gnd, pointing directly to the implementation:

3The implementation of this abstract domain following the abstract domain
interface of the Ciao system is given in appendix A.

“Types atm and gnd correspond to elements in the abstract domain lattice.
See [19] for a detailed presentation of the assertion framework.
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:- module(lookup, [Llookup_name/2], [assertions]).
:- pred lookup_name/2 : atm * term => atm * gnd.

)

4

3

2

1 Llookup_name(Name, Id) :- db(Id, Name, ...).
6 lookup_name(Name, no)m
1
2
&
4
&)
6

O W lookup.pl 6:21 Top

[Compiling] LF UTF-8 Ciao (+3) | @ >_#Ciaox 14886:104 Bot

{Analyzing (simp_types): [.../absdbg/examples/lookup.pl]

{init for the plai fixpoint in 0.011 msec.}

{preprocessed for the plai fixpoint in 0.129 msec.}

1 1 Call: lookup_name(Name@,Id@): [atm(Name®),top(Ide)] ?

25 2 Prime: lookup_name(Namel,Id1): [atm(Namel),int(Id1)]

with [Namel=Name0,Id1=Id0] ?

33 2 Prime: lookup_name(Namel,Id1): [atm(Namel),atm(Id1)]

with [Namel=Name0O,Id1=Id0] ?

34 2 Comb: lookup_name(Namel,Id1): [atm(Namel),gnd(Id1)]

with [Namel=Name0,Id1=Id0] ?I

[Compiling] LF UTF-8 Ciao Listener (+3) : run

Figure 2. Screenshot of the interactive debugger for PLAI/TD running in the GNU Emacs editor. The left panel shows the
source code and the right panel shows the debugger running in the interactive top-level.

lub_el(X, YV, Y) :- less_or_equal_el(X, Y), !.
lub_el(X, YV, X) :- less_or_equal_el(Y, X), !.
lub_el(_, _, top).

Since neither int < atm nor atm < int, lub_el/3 falls back
to T, which is imprecise. The fix is prepending:

lub_el(int, atm, gnd) :- !.
lub_el(atm, int, gnd) :- !.

Reanalyzing shows that the lub combination is now precise
when combining both clauses:

+ 22 1 Comb: lookup_name(Namel,Id1): [atm(Namel),gnd(Id1)] ?

and the assertion is now verified.

Fixpoint computation. Consider gplan, a query planner
program with 330 lines of code and 37 procedures whose
clauses involve many variables with complex sharing pat-
terns. Analyzing qplan with the Share+Cliques set-sharing
abstract domain [9, 15, 17] takes around 7.6 seconds. To diag-
nose whether the solver is performing an excessive number
of iterations, we run the debugger in non-interactive mode
(i.e., all ports unleashed), showing only fixpoint events. A
representative selection of FixpEnd messages shows that the
solver performs at most four iterations per procedure:

1466 21 FixpEnd: mark(P,L,Q0,Q1): (abs) (iter 3)
3427 46 FixpEnd: plan(Q2,V,C,G,Q3): (abs) (iter 2)
3875 98 FixpEnd: variablise(T,VQ,V1): (abs) (iter 4)

The bottleneck, therefore, lies elsewhere.

We reconfigure the debugger to also show clause-level
events, and we find abstractions of rather alarming size. For
example, the success abstraction of strip_keys/2:

3421 80 Succ: strip_keys(LO,L1):
[clique([[LO,L1,L2,L3,L4,L5,L6,L7,L8]1]),
sharing([[P,L],[P,L,Q0],[P,L,Q0,Q1],
[P,L,Q0,Q1,Q2],[P,L,Q0,Q1,Q2,Q31],
[P,L,Q0,Q1,Q2,Q3,V1,... 1)

contains a set of 1024 sharing sets, each involving up to 12
variables. It is well known that set-sharing representations
present scalability challenges despite their high precision. In
the worst case, their size grows exponentially in the number
of variables, when no sharing information can be discarded.

To address this, cliques [17] collapse subsets of the abstrac-
tion into compact representations. However, the number of
sharing sets can still grow large, as witnessed before. An-
other approach is abstract environment trimming [10], which,
at the cost of a little overhead, dynamically modifies the do-
main of the abstractions as the analysis progresses reducing
the size of the abstraction. Reanalyzing with abstract en-
vironment trimming enabled and the same conditions we
have:
3421 80 Succ: strip_keys(L0O,L1):
[sharing([[Le],[L1],[Le,L1],[L0,LT,P],...])

The abstraction shrinks from 1024 sharing sets to 64, and the
analysis time from 7.6 seconds to 800 milliseconds.
Abstract debugging. Consider the classic naive list re-

verse procedure nrev/2 using list concatenation:

nrev( [1, [O.

nrev([H|L@], L2) :- nrev(L@, L1), conc(L1, [H], L2).
We want to verify that nrev/2, when called with a list of
numbers and a free variable, yields a list of numbers and
is deterministic, i.e., it produces exactly one solution, as ex-
pressed by the following assertion:

:= pred nrev/2 : list(num) * var

=> list(num) * list(num) + det.

which involves properties of three different abstract domains:
Share+Cliques to abstract sharing properties; ETerms [20], a
weakly relational domain to abstract (parametric) types; and
NfDet [5, 11], a combined domain to abstract determinacy
and non-failure computational hyperproperties. We want to
understand how each domain contributes to the verification
of the assertion’s properties. We start by running the debug-
ger in interactive mode, showing only Call, Succ and fixpoint
events, to start with a high-level picture of the analysis. The
Succ message for the second iteration of ETerms shows:

33 1 Succ: nrev(L,L2): [rt7(L),rt6(L2),...]1?

where, e.g., rt7 is a list type (see figure 4 in the appendix).
We leap to the NfDet analysis directly, stepping over the
sharing analysis. Given that NfDet abstracts computational
properties, clause results and their combination are key to
understanding the final result. We therefore hide all events
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7 :- module(nrev, [nrev/2], [assertions, nativepropsl). .
6 + 15 13 VisitClause: nrev(L,L2): [sharing([[L2]]),free([L2]),
5 :- pred nrev/2 : list(num) % var 5 ground([L]),list(num,L),term(L2),
4 => list(num) * list(num) + det. 5 det([L,L2]),covered([L,L2]),mut_exclusive([L,L2])]
3 s (clause nrev:nrev/2/1) ? 1
2 nrev( [1, [D. + 21 13 Prime: nrev(L,L2): [ground([L,L2]),rt82(L),rt83(L2),
1 nrev([H|LO], L2) :- nrev(LO,L1), conc(L1,[H],L2). 5 det([L,L2]),covered([L,L2]),mut_exclusive([L,L2]1)]
8 s with [L=[]1,L2=[1] where { rt82([]). rt83([1). } 2 1
1 conc( [1, L, L. -
2 conc([H|L®], L1, [HIL2]) :- conc(L@,L1,L2). + 140 13 VisitClause: nrev(L,L2): [sharing([[L2]]1),free([L2]),
s ground([L]),list(num,L),term(L2),
5 det([L,L2]),covered([L,L2]),mut_exclusive([L,L2])]
s (clause nrev:nrev/2/2) ? 1
+ 199 13 Prime: nrev(L,L2): [ground([L,L2]),rt163(L),rt157(L2),
s det([L,L2]),covered([L,L2]),mut_exclusive([L,L2])]
5 with [L=[H|LO],L2=L3] where {
rt163([AIB]) :- num(A), rt89(B).
rt157([AIB]) :- num(A), rt158(B).
rt158([1). rt158([AIBI) :- num(A), rt159(B).
rt159([1). rt159([AIB]) :- num(A), rt159(B). } ? 1
+ 201 13 Comb: nrev(L,L2): [ground([L,L2]),rt89(L),rt132(L2),
5 det([L,L2]),covered([L,L2]),mut_exclusive([L,L2])] ?
O MPnrev.pl 8:0 AlLL [Compiling] LF UTF-8 Ciao (+3) | @ >_*Ciaox 15851:134 Bot [compiling] LF UTF-8 Ciao Listener (+3) : rui

Figure 3. Screenshot of the interactive debugger running in the GNU Emacs editor for the nrev/2 NfDet analysis.
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A Supplementary material 2 abstract_term(X, _, int) :- integer(X), !.
26 abstract_term(X, _, atm) :- atom(X), !.
27 abstract_term(X, _, gnd) :- ground(X), !.

28 abstract_term(X, A, Val) :- var(X), !,

:= module(simp_types, [ 29 current_value(A, X, Val).

less_or_equal_el/2, glb_el/3, lub_el/3, 50 abstract_term( top).
abstract_term/3, abstract_literal/4, known_builtin/1 4
1, [D. 32 abstract_literal('integer/1', integer(V), Call, Succ) :- !
33 replace_value(Call, V, int, Succ).

% Abstract domain interface 34 abstract_literal('atom/1', atom(V), Call, Succ) :- !,

:= include(domain(basicdom_nonrel_base)). 45 replace_value(Call, V, atm, Succ).
36 abstract_literal('ground/1', ground(V), Call, Succ) :- !,

less_or_equal_el(X, X) :- !. 37 replace_value(Call, V, gnd, Succ).

less_or_equal_el(_, top) :- !.
less_or_equal_el(bot, _) :- !.
less_or_equal_el(int, gnd) :- !.
less_or_equal_el(atm, gnd).

glb_el(X, Y, X) :- less_or_equal_el(X, Y), !.
glb_el(X, Y, Y) :- less_or_equal_el(Y, X), !.

known_builtin('integer/1").

known_builtin('atom/1").
known_builtin('ground/1").

% Auxiliar procedures

current_value([X/Val|A], V, Val) :- X ==

glb_el(_, _, bot). 15 current_value([_|A], V, Val) :-
46 current_value(A, V, Val).

lub_el(int, atm, gnd) :- !. % missing case in section 4! .

lub_el(atm, int, gnd) :- !. % missing case in section 4! s replace_value([1, _, _, [1).

lub_el(X, Y, Y) :- less_or_equal_el(X, Y), !.
lub_el(X, Y, X) :- less_or_equal_el(Y, X), !.
lub_el(_, _, top).

replace_value([X/_|A@], V, Val, [X/Val|A@]) :- X ==V,
replace_value([X/Val@|A@], V, Vall, [X/Vale|A1]) :-

replace_value(A@, V, Vall, Al1).

I
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.- module(nrev, [nrev/2], [assertions, nativeprops]).

6

5

4 :- pred nrev/2 : list(num) * var

3 => list(num) * list(num) + det.
2

1 nrev( [1, 1.

7 Hrev([HILG], L2) :- nrev(LO,L1), conc(L1l,[H],L2).
1

2 conc( [1, L, L).

3 conc([HIL®], L1, [HIL2]) :- conc(LO,L1,L2).

O Wnrev.pl 7:0 ALl

[Compiling] LF UTF-8 Ciao (+3) | @ >_#Ciaox 15723:63 Bot

28 1 FixpIter: nrev(L,L2): [rt7(L),rt6(L2)] (iter 2)

where {

rt7([1). rt7([AIB]) :- num(A), rt8(B).

rt8([1). rt8([AIB]) :- num(A), rt8(B).

rt6([1). rt6([AI) :- num(A).
PPl
32 1 CcCall: nrev(L,L2): [list(num,L),term(L2),num(H),

term(L1)] 2 1

33 1 Succ: nrev(L,L2): [rt7(L),rt6(L2),term(L1),num(H)] ? l

[Compiling] LF UTF-8 Ciao Listener (+3) : ru

Figure 4. Screenshot of the interactive debugger running in the GNU Emacs editor for the nrev/2 ETerms analysis.

OO Prolog playground

[B New File Examples .pl Load » & mm [

1 (q,[gsort/2], [assertions,nativeprops,modes]).

gsort(+list(num),_).

gsort([1, [1).
gsort([First|Rest],Result) :-
partition(Rest,First,Sm,Lg),
gsort(Sm,SmS),
gsort(Lg,Lgs),
append(SmS, [First|LgS],Result).

partition([],_,[1,[1).

partition([X|Y],F,[X|Y1],Y2) :-
X =< F,
partition(Y,F,Y1,Y2).

partition([X|Y],F,Y1,[X|Y2]) :-
X > F,
partition(Y,F,Y1,Y2).

append([],Xs,Xs).
append([X|Xs],Ys, [X]|Zs]) :-
append(Xs,Ys,Zs).

C)star 315

92 (@ Share!

yes
?- set_pp_flag(trace_fixp, debug).

yes
?- module(q), analyze(shfr).
gsort(_42300,_42301) :: [sharing([[_42301]]),ground
([_42300])] ? {Loading current module from /q.pl
{loaded in 43.0 msec.}

}

{Analyzing (shfr): [/q.pl]

{init for the plai fixpoint in ©.0 msec.}
{preprocessed for the plai fixpoint in ©.3 msec.}

gqsort(_42300,_42301) :: [ground([_42300,_ 42301])] ?

partition(_46239,_ 46238, 46246, _46248) :: [sharing
([[_46246],[_46248]]),free([_46246,_46248]),ground([_46238,
_46239])] ?

partition(_46239,_ 46238, 46246, _46248) :: [sharing
([[_46246],[_46248]]),free([_46246, 46248]),ground([_46238,
_46239])] ?

partition(_46239,_ 46238, 46246, 46248) :: [ground([_46238,
_46239,_46246,_46248])] ?

arithmetic:=<(_51672,_51669) :: [ground([_51669,
_51672])] ?

arithmetic:=<(_51672,_51669) :: [ground([_51669,
_51672])] ?

partition(_51673,_51669,_ 51675, 51671) :: [sharing
([[_51671],[_51675]]1),free([_51671,_51675]),ground([_51669,
_51673])] ? |

Creep Leap Skip Retry Fail

Figure 5. Screenshot of the interactive debugger running in the Ciao web Playground: https://ciao-lang.org/playground;/.
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