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sb.edu1 Introdu
tionWeb-based software appli
ations whi
h enable user intera
tion through webbrowsers have been extremely su

essful. Nowadays one 
an look for and buy al-most anything online using su
h appli
ations, from a book to a 
ar. A promisingextension to this framework is the area of web servi
es, web-a

essible softwareappli
ations whi
h intera
t with ea
h other using the Web. Web servi
es havethe potential to have a big impa
t on business-to-business appli
ations similar tothe impa
t intera
tive web software had on business-to-
onsumer appli
ations.There are various issues that have to be address in order to develop su

essfulweb servi
es: a) servi
es implemented using di�erent platforms (su
h as .NETor J2EE) should be able to intera
t with ea
h other; b) it should be possible tomodify an existing servi
e without modifying other servi
es that intera
t withit; 
) servi
es should be able to tolerate pauses in availability of other servi
esand slow data transmission. Web servi
es address these 
hallenges by the follow-ing 
ommon 
hara
teristi
s: 1) standardizing data transmission via XML [13℄,2) loosely 
oupling intera
ting servi
es through standardized interfa
es, and 3)supporting asyn
hronous 
ommuni
ation. Through the use of these te
hnologies,Web servi
es provide a framework for de
oupling the interfa
es of Web a

essibleappli
ations from their implementations, making it possible for the underlyingappli
ations to interoperate and integrate into larger, 
omposite servi
es.A fundamental question in developing reliable web servi
es is the modelingand analysis of their intera
tions. In the last 
ouple of years, we developed aformal model for intera
tions of 
omposite web servi
es, developed te
hniquesfor analysis of su
h intera
tions, and built a tool implementing these te
hniques[3{8℄. Below we give a brief summary of these 
ontributions.2 ConversationsOur work fo
uses on 
omposite web servi
es whi
h intera
t with asyn
hronousmessages. We 
all ea
h individual web servi
e a peer. A 
omposite web servi
e
onsists of a set of peers whi
h intera
t with ea
h other using asyn
hronousmessages [3℄. Su
h a system 
an be modeled as a set of state ma
hines whi
h
ommuni
ate using unbounded FIFO message queues, as in the 
ommuni
ating



�nite state ma
hine model [2℄. When a message is sent, it is inserted to the endof the re
eiver's message queue. In our model, we assume that ea
h peer has asingle queue for in
oming messages and re
eives the messages in the order theyare inserted to the queue.In order to analyze intera
tions of asyn
hronously 
ommuni
ating web ser-vi
es we �rst need a formal model for their intera
tions. We model the intera
-tions in su
h a system as a 
onversation, the global sequen
e of messages thatare ex
hanged among the web servi
es [3, 9, 11℄. Note that, a 
onversation doesnot spe
ify when the re
eive events o

ur, it only spe
i�es the global orderingof the send events.Given a 
omposite web servi
e, one interesting problem is to 
he
k if its
onversations satisfy an LTL property. Due to asyn
hronous 
ommuni
ation viaunbounded FIFO queues this problem is unde
idable [4℄.3 Realizability and Syn
hronizabilityA 
omposite web servi
e 
an be spe
i�ed in either top-down or bottom-up fash-ion. In the top-down approa
h the desired 
onversation set of the 
ompositeweb servi
e is spe
i�ed as a 
onversation proto
ol. In the bottom-up approa
hea
h peer is spe
i�ed individually and a 
omposite web servi
e is spe
i�ed by
ombining a set of asyn
hronously 
ommuni
ating peers. For both approa
hes,our goal is to verify LTL properties of the set of 
onversations generated by the
omposition.There are two interesting properties within this framework: realizability andsyn
hronizability. A 
onversation proto
ol is realizable if the 
orresponding 
on-versation set 
an be generated by a set of asyn
hronously 
ommuni
ating webservi
es. On the other hand, a set of asyn
hronously 
ommuni
ating web servi
esare syn
hronizable if their 
onversation set does not 
hange when asyn
hronous
ommuni
ation is repla
ed with syn
hronous 
ommuni
ation. We developed suf-�
ient 
onditions for realizability and syn
hronizability that 
an be 
he
ked au-tomati
ally [4, 5, 7℄.Using the realizability analysis, reliable web servi
es 
an be developed in atop-down fashion as follows: 1) A 
onversation proto
ol is spe
i�ed and 
he
kedfor realizability; 2) The properties of the 
onversation proto
ol are veri�ed usingmodel 
he
king; 3) The peer implementations are synthesized from the 
onver-sation proto
ol via proje
tion.Similarly, syn
hronizability analysis enables development of reliable web ser-vi
es in a bottom-up fashion. If a web servi
e 
omposition is syn
hronizable, we
an verify its behavior without any input queues and the veri�
ation results willhold for the asyn
hronous 
ommuni
ation semanti
s (with unbounded queues).4 Web Servi
es Analysis ToolWe developed a tool whi
h implements the te
hniques mentioned above. WebServi
e Analysis Tool (WSAT) [8, 12℄ veri�es LTL properties of 
onversations



and 
he
ks suÆ
ient 
onditions for realizability and syn
hronizability. In orderto model XML data, WSAT uses a guarded automata model where the guardsof the transitions are written as XPath [14℄ expressions. This guarded automatamodel provides a 
onvenient intermediate representation. The front end of theWSAT translates web servi
es spe
i�ed in BPEL [1℄ to this intermediate rep-resentation [5℄. WSAT uses the expli
it-state model 
he
ker SPIN [10℄ for LTLmodel 
he
king by translating the guarded automata model to Promela [6℄. Inthe future, we plan to investigate symboli
 analysis and veri�
ation of web ser-vi
es.A
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